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PURPOSE

The purpose of this policy is to protect patient and employee confidentiality and privacy by providing guidelines for photographing, video recording, or audio recording.  This policy indicates both permitted and prohibited recording activities. 

The Queensway Carleton Hospital (QCH) reserves the right to prohibit personal recording by any patient or visitor if it determines that such recording does not support the delivery of safe and compassionate care.

SCOPE

This policy intends to clarify QCH's expectations regarding photo, audio, or video recording by patients, visitors, staff, and clinicians.  

This policy does not apply to the hospital’s use of security and surveillance video.  QCH utilizes Closed Circuit Television for security/safety purposes through the hospital. These files may be used for internal investigations involving a breach of privacy, other QCH investigations, or may be used in legal proceedings. Please see Policy 1.126 – Video Surveillance for additional details.

POLICY STATEMENT

1) To protect the safety and privacy of patients, visitors and other stakeholders, the confidentiality of patient information, and to safeguard the hospital’s reputation, QCH has established strict guidelines for photo, audio, and video recording. 

2) Consistent with the guidelines of this policy, QCH generally permits photo, audio or video recording which has the express consent of all persons who may be recorded and is not otherwise prohibited by this policy.  

3) Queensway Carleton Hospital (QCH) recognizes that patients and visitors may wish to make photo, audio, or video recordings of clinical or other activities taking place on QCH property for personal use.  As such, QCH supports personal recording by patients and visitors, but must always ensure that any recording respects the individual privacy and confidentiality rights of 
patients, visitors, and QCH personnel. For example, photographs and videos may be taken in the Childbirth Unit by patients and visitors with the advance consent of the patient(s) and the Medical Staff. The Attending Physician shall determine what may be photographed.

4) Recording which is contrary to the requirements set out in this document or other policies established by QCH is prohibited. 

5) Any form of covert recording or surveillance by patients, visitors or staff is expressly prohibited.

6) Recording by a patient or visitor is only permitted after the patient or visitor obtains the express consent of all persons who may be reasonably expected to be recorded, including any QCH personnel, other patients, or visitors.  

7) No recording shall be made where a person who may be reasonably expected to be recorded cannot provide consent or refuses to provide consent. 

8) Photographs taken for or by the Police require prior consent by the patient or substitute decision maker, unless otherwise permitted by law. If the Police use their own consent form, a copy with the date and time should be obtained and placed on the patient's chart.


9) A person who is requested to provide consent for patient or visitor recording may decline to provide consent without providing a reason for declining. Where practicable, a person declining consent for recording may elect to remove themselves from being recorded at their discretion in order for the recording to otherwise proceed. 

10) QCH personnel who may be requested to provide consent for recording by a patient or visitor may decline to provide consent in circumstances where, at QCH’s sole discretion, the recording is deemed to conflict with their professional responsibilities, or the safe delivery of care to a patient. 

11) Any authorized recording of a QCH patient that reasonably renders the patient personally identifiable as a patient of QCH is considered personal health information under the Personal Health Information Protection Act, 2004. Patients or visitors who record a QCH patient are solely responsible for their custody and control of the resulting recording. 

12) A person who is suspected of having recorded without authorization may be asked by QCH to produce a copy of the recording for QCH’s review. At QCH’s sole discretion, QCH may request that the person securely and irrevocably erase or otherwise destroy any recording already obtained by that person regardless of where or how the recording may have been obtained or retained. 

13) A person who is found to be or have been recording in breach of this policy will be informed of the policy prohibiting unauthorized recording and will be asked to cease the recording activity immediately. This conversation may be more successful if staff/leadership use principles of de-escalation when explaining the policy and attempting to cease any recording activity.

14) If a person refuses to cease recording at QCH’s request, staff should escalate to their respective Manager. 
a) If further escalation is required beyond that or after hours, then the Admin-on-Call and/or Security may be contacted to assist in resolving the situation. 
b) As with all situations, if staff feel unsafe during the conversation regarding prohibited recording practices, a Security staff assist, or Code White may be called.

15) Persons who refuse to comply with this policy may also be subject to removal from the hospital’s premises pursuant to the Trespass to Properties Act R.S.O. 1990, CHAPTER T.21.  

SMARTPHONE AND SMART-DEVICE CLINICAL PHOTOGRAPHY AND SHARING
16) Medical and Clinical photography is permitted at QCH for purposes of documentation of patient clinical care/findings, medical education, staff teaching and approved research.  

17) Express consent for all images must be obtained from the patient (or their SDM, if patient is incapable) prior to obtaining any images. Informed consent must be obtained, preferably prior, to photography with a mobile device. This applies for each, and any such encounter and the purpose made clear (i.e. clinical, research, education, publication, etc.). Patients should also be made aware that they may request a copy of a picture or for a picture to be deleted.

18) All patient consents (including verbal) should be documented. The acquisition and recording of patient consent for medical photography/dissemination may be held to a high standard of accountability due to the patient privacy and confidentiality issues inherent in the use of this technology. Written and signed consent is encouraged.

19) Identifiable images must have the following actions taken: 
a) Express written consent completed in writing (see Appendix A) or documented through the eConsent module in the electronic health record.
b) Express written consent from the patient or his or their SDM is required before identifiable photographs, videotapes or other images are released to third parties outside the hospital. Consent must be in writing or documented through the eConsent module in the electronic health record.
c) If the identifiable image(s) is intended for teaching or research, an exact explanation of the purpose and intended audience should be given to the patient (e.g., a clinical case review for nursing).  

20) Non-identifiable images may use verbal consent, but the health care provider must document this through the eConsent module in the electronic health record. 

21) If the image(s), identifiable or non-identifiable, is for research then written consent is required. 

22) When an image, identifiable or non-identifiable, is sent to a staff/physician for confirmation of a diagnosis, the following steps must be taken to ensure safety of the patient PHI:

a) the care provider must document that confirmation of the diagnosis and by whom the confirmation was made in the legal patient record;
b) the image captured using the device may only be sent within hospital secure e-mail to another provider within the circle of care for the purpose of receiving confirmation of a clinical care issue; 
c) whenever an image(s) is made of a patient, a signed consent (Appendix A) must be obtained from the patient or their SDM, and included in the legal patient record;
d) the sender and receiver of the image must immediately delete the image from their devices or if transfer of an image is required it must be completed in a secure manner and meet existing policy; 
e) once images are transferred to the appropriate medium for use, they will be deleted immediately from the device.
f) the image may become part of the legal patient record; 

23) A patient’s consent to use electronic transmission does not excuse a physician, nurse, or other health care provider of their duty to protect the confidentiality of patient information. Also, a patient’s consent cannot override other jurisdictionally mandated security requirements. 

24) In cases where a patient is incapable and obtaining consent from an SDM is impractical, an image(s) may be taken but should not be used until consent is obtained.  

25) Images produced as part of an investigational procedure do not require signed consent (e.g. X-rays, macro/micro photography of pathological specimens, endoscopic images, wound care, etc.); consent is implied if the imaging or photography is a standard part of routine medical care, patients are informed about this practice upon admission or during their initial consultation; and the images form part of the patient’s health record.

26) Images intended for research must be verified against the legal patient record to ensure no withdrawal of consent for research has been expressed by the patient.   

27) Where possible, images should be de-identified for educational purposes or follow the approved research protocol.
DEFINITIONS

Express Consent: Asking for and obtaining a patient’s permission before collecting, using, or disclosing his or her personal information for a specific purpose.  Express consent can be obtained verbally, electronically, or in writing.  

Identifiable Image: Visual information that identifies an individual or that it could be utilized, either alone or with other information, to identify an individual.  

Implied Consent: Not having to specifically ask for and obtain permission from a patient before collecting, using, or disclosing his or her personal health information for a specific purpose.  For implied consent to be valid, the collection, use or disclosure of the personal information must be reasonably obvious to the patient.  

[bookmark: _Hlk170222704]Informed consent: refers to the standard required to be met for a capable person to give consent to collection, use and disclosure of their records of Personal Health Information (PHI) under Personal Health Information Protection Act (PHIPA) (a similar test exists for consent to treatment under the Health Care Consent Act). It must be obtained, recorded, dated, and maintained as part of the client record. Capacity to give consent requires that the person be able to understand the information relevant to the decision, as well as able to appreciate the reasonably foreseeable consequences of consenting or refusing to consent to the collection, use or disclosure.

Medical photography: Any still or moving image whether identifiable or not, including, but not limited to, still photography, videotaping, digital imaging, photographic image scanning device, or when a permanent record of a virtual health session is made. 

Photography, videotaping, and audio recording equipment include but may not be limited to:
· Digital Cameras
· Regular Film Cameras
· Video Cameras
· Smartphones, Cell Phones, Tablets, or other personal devices with a camera and/or recorder
· Tape Recorders

Photographic image: Any still or moving image, with or without audio, of an individual or space taken regardless of technology used to obtain the image.  
APPENDICES

Appendix A: Consent for Patient Photographic Image Form

RELATED POLICIES

· 1.126 Video Surveillance 
· 1.203 Social Media Policy
· 1.207 Media Relations Policy
· 2.024 Confidentiality of Personal & Hospital Information Policy

REFERENCES

· Health Care Consent Act, 1996, S.O. 1996, c.2, Schedule A, Health Care Consent Act, 1996, S.O. 1996, c. 2, Sched. A (ontario.ca)
· Trespass to Properties Act, R.S.O. 1990, Chapter T.21. Trespass to Property Act, R.S.O. 1990, c. T.21 (ontario.ca).
· Personal Health Information Protection Act, 2004, Personal Health Information Protection Act, 2004, S.O. 2004, c. 3, Sched. A (ontario.ca).
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APPENDIX A - CONSENT FOR PATIENT PHOTOGRAPHIC IMAGE FORM
PERMISSION TO PHOTOGRAPH
I, 	(patient or substitute decision-maker’s name), give permission to 	(insert recorder’s name) in his/her capacity as an agent of Queensway Carleton Hospital to take and produce photographs, video image/recording, sound recordings and any other audio and/or visual reproductions of myself and to use, for the uses indicated below on this the 	   (insert day) day of 	(insert month), 20	     (insert year).
	 
USE OF PHOTOGRAPH(S)
I understand the photographs and/or audiovisual recordings may be used as initialed below:

	PURPOSE
	MEDIUM
	LENGTH

	CLINICAL
☐ Photo Documentation for Hospital
☐ Photo Documentation for Police
☐ Photo Documentation for Pt/SDM
EDUCATION & RESEARCH
☐Peer Review 
Educational Purposes:
☐Only where I cannot be identified
☐Where identification may be possible

HOSPITAL COMMUNICATIONS 
☐ QCH Hospital Publication & Marketing
☐ External Media
	☐ Photograph
☐ Video Image/ Recording
☐ Audio/ Voice Recording
	Permission to Use for Extended Period:
☐ 2 Years
☐ 5 Years 
☐ Indefinite


I understand:
a) That the images and/or recordings shall be developed and stored in a confidential, secure manner and that they shall not be reproduced or used for any other purpose(s) without my prior written authorization.
b) That I may withdraw my consent or any part of this consent at any time and that a refusal or withdrawal of consent will not affect my care in any way.

c) I understand that this consent shall be active for a period of 12 months unless I have designated extended use above.





Patient/SDM Signature:		Date:	______

Print Name & Relationship of Other Person Consenting  	



I have explained the content of the form and the implications of consent to the patient. I believe that the patient’s/SDM consent is freely given and the patient is capable of giving consent.
Print Name and Position/Dept: 	

Signature 	 Date:	
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